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Listing of Claims tincludino status and amendments! : 



1 1. (canceled) A method tor preventing robots from browsing a Web 

2 site beyond a welcome page [110], said-method in said Web site 

3 comprising the steps of: 

4 receiving an initial request from an undefined originator 

5 and responding to said initial request [300] with a challenge 

B [310] that prompts a response from said undefined originator; and 
7 

Q receiving a response [320] from said undefined originator and 

9 checkinq [330] said response to determine whether said challenge 

10 is fulfilled; and 

11 if said challenge is fulfilled: 

12 processing any further requests; and 

13 if said challenge is not fulfilled: 

14 stopping processing of any further requests. 

1 2. (Currently amended) A method for preventing robots from 

2 browsing a Web site beyond a welcome page TllOK said method in 

3 said Web site comprising the steps o£: 

4 receiving an initial request from an undefined originator 

5 a nd resp onding to said initial reques t r300l with a fshallftnae 

6 r 310 1 that prompts a response from said undefined originator; and 
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7 receiving a response f 3201 from sai d undefin ed originator an r) 

8 checking T3301 said response to de termine whether said challenge 

9 is fulfilled; and 

10 if said challenge is fulfilled: 

11 procesainq any further rccruests; and 

12 if said challenge is not fulfilled: 

13 stopping processing of anv further rem^g^: ttw 

14 me thod accordin g to Claim 1 and wherein said step of stopping 

15 processing of said further requests includes the further step of: 

16 dropping or redirecting a TCP connection [352] established 

17 with oaid undefined originator. 

1 3. (Currently amended) A me thod_f_o_r. preventing robots from 

2 browsing a Web site beyond a welcome cage fllQl , said me.thod in 

3 said Web site comprising the steps of: 

4 receiving an initial request from an undefine d or i .q i n a t o r 

5 and responding to said initial reouest f 300 1 with a challenge 

6 T3101 LheiL uxuiuuLa d xespvuae Iruiu said undefined originator; and 

7 _ 

8 receiving a response T3201 from said undefined originator and 

9 checking T3301 said_ response to determine whether oaid challenge 

10 is fulfilled; and 

1 1 if said challenge is fulfilled : 

12 processing any further reouests; and 
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13 if said challenge is not fulfilled: 

14 stooping proce ssing of anv further requests; and *he 

15 metho d -according to Claim 1 further includiny Lhe aLeps of: 

16 logging a source IP address [361] of said undefined 

17 originator and 

18 starting a timer [362] . 

1 4. (Original) The method according to Claim 2 further 

2 including the steps of: 

3 logging a source IP address [361] of said undefined 

4 originator and 

5 starting a timer [362] ♦ 

1 5. (Original) The method according to Claim 2 further 

2 including steps upon receiving a new request [410] of: 

3 checking [420] whether a source IP address of said new 

4 -LequusL aidLuhfciy tfciiU loyyed buuj;ue IP address; and 

5 if said source IP address matches said logged source IP 

6 address: 

7 checking [430] whether said timer has expired and, 

8 if said timer is expired f 
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9 resetting [40] said logged IP address; and 

10 proceeding [400] normally with said new request; and 

11 if said timer is not expired, 

12 dropping or redirecting said TCP connection [460]; 

13 if said source IP address does not match said logged source 

14 IP address , 

15 proceeding [450] normally with said new request and 

16 executing all the above steps with each newly received request 

17 [410]. 

1 6. (Original) The method according to Claim 4 further 

2 including stfcps upon receiving a new request [410] of: 

3 checking L42UJ whether a source IP address of said new 

4 request matches said logged source IP address; and 

5 if said source IP address matches oaid logged oourco IP 

6 address: 

7 checking [430] whether said timer has expired and, 

8 if said timer is expired, 

9 resetting [40] said logged IP address; and 



Page 5 of 20 



PAGE 8123 * RCVD AT 2/8/2005 9:14:09 PM [Eastern Standard Time] * SVR:USPTO-EFXRF-1/0 * DNIS:8729306 * CS)D:9199687847 ■ DURATION (mm-ss):18-56 



G2/03/20T05 21:14 9199687847 



GEORGE E. GROSSER 



PAGE 09/23 



PATENT 

IBM Docket No. FR9-2000-0041US1 

10 proceeding [450] normally with said new request; and 

11 if said timer is not expired, 

12 dropping or redirecting said TCP connection [460] ; 

13 if said, source IP address does not match said logged source 

14 IP address, 

15 proceeding [450] normally with said new request and 

16 executing all the above steps with each newly received request 

17 [410]- 

1 7, (Original) The method according to any one of Claims [ [1] ] 

2 2.-6, wherein: 

3 said challenge includes prompting said undefined originator 

4 to perform a specific action [130] . 

1 8. (Original) The method according to any one of Claims [[1]] 

2 2-6 wherein: 

3 said prompting is different at each subsequent access of 

4 said web site. 

1 9. (Original) The method according to Claim 7 wherein: 

2 said prompting 1a different at. each snbseqiiAnt. accost of 

3 said web site. 
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1 10. (Original) The method according to any one of the 

2 previous Claims 1-6 wherein: 

3 said response includes making a choice among a plurality of 

4 prompted response options [120] . 

1 11. (Original) The method according to Claim 7 wherein: 

2 said response includes making a choice among a plnr^l i i-y of 

3 prompted response options [120]. 

1 12* (Original) The method according to Claim 8 wherein: 

2 said response includes making a choice among a plurality of 

3 prompted response options [120] . 

1 13. (Original) The method according to Claim 9 wherein: 

2 said response includes making a choice among a plurality of 

3 prompted response options [120] _ 

1 14. (Original) The method according to any one of the previous 

2 Claims [[!]] 2.-6, wherein said response includes an answer to a 

3 quiz [510] . 

1 15, (Original) The method according to Claim 7, wherein said 

2 response includes an answer to a quiz [510] . 
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1 16. (Original) The method according to Claim 8, wherein said 

2 response includes an answer to a quiz [510] . 

1 17. (Original) The method according to Claim 9, wherein said 

2 response includes an answer to a quiz [510] . 

1 18. (Original) The method according to Claim 10, wherein said 

2 response includes an answer to a quiz [510]. 

1 19. (Original) The method according to Claim 11 p wherein said 

2 response includes an answer to a quiz [510]. 

1 20. (Original) The method according to Claim 12, wherein said 

2 response includes an answer to a quiz [510] . 

1 21. (Original) The method according to Claim 13 , wherein said 

2 response includes an answer to a quiz [510] . 

1 22. (Original) The method acording to any one of the previous 

2 Claims [[1]] 2,-67 — 9"? — *"1 — i-3-? — and 14 - 21 , wherein said response is 

3 suggested by textual meaning [530] . 

1 23. (Original) The method according to Claim 7, wherein said. 

2 response is suggested by textual meaning [530] « 

1 24, (Original) The method according to Claim 8, wherein said 

2 response is suggested by textual meaning [530] . 
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1 25. (Original) The method according to Claim 10, wherein said 

2 response is suggested by textual meaning [530] . 

1 26. (Original) The method according to Claim 14 , wherein said 

2 response is suggested by textual meaning [530] . 

1 27. (Canceled) A computer process for preventing robots from 

2 browsing a web site beyond a welcome page, comprising computer- 

3 executable steps of: 

4 receiving an initial request from an undefined originator and 

5 responding to said initial request [3001 with a challenge [3101 

6 that prompts a response from said undefined originator; and 

7 receiving a response [320] from said undefined originator and 

8 checking [330] said response to determine whether said challenge 

9 is fulfilled; and 

10 if said challenge is fulfilled: 

11 processing any further requests; and 

12 if said challenge is not fulfilled: 

13 stopping processing of any further requests. 

1 28. (Currently amended) A computer process for prevent iji_g_r_o_b_o_t_s_ 

2 f rom,- browsing a web Bile beyond a weluuiutd ucme, uumui. ^sino 

3 computer-executable steps of: 
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4 receiving an initial requ est from an undefined originator and 

5 responding to said initial request f3001 with a challenge r 3 101 

6 tnat prompts a response from said undefined u-LiulaaLo r ; and 

7 receiving a response T3201 from sa id undefined originator and 

8 checking f 330 1 said response to determine_wheth er said challenge 

9 is fulfilled; and _ 

10 if said challenge is fulfilled; 

11 processing an v further requests; and 

12 it said challenge is not fu lfilled: 

13 sto pping processing of a ny further requests 

14 A computer process ae claimed in Claim 27, further' including 

15 computer-executable steps for: 

1fi dropping or redirecting a TCP connection r 352 1 established 

17 with said undefined originator. 

1 29. (Currently amended) A computer proce ss for preventing 

2 robots from browsing a web site bevond a welc ome page, comprising 

3 computer-execu t able* sLeus 



4 receiving an initial request from an undefined origina tor and 

5 responding to said initial req uest f 300 1 with a challenge F31Q1 

6 that prompts a response from said undef ined originator; and — 

7 receiving a response f 320 1 from said undefined or iginator and 

8 checking r 330 1 said respons e to determine whether said challenge 

9 is fulfilled; ancL 
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/ft jij^^ki-di§J^& ~ f led t. 

.jy, j^y '-Ana anv further requests; and 



f $'f said challenge is no t fulfilled: 

s ^e>i.na>_ .pFscessina of anv furt her requests; and ft 



12 
13 

14 ^u.ipUlltcr proeesa tn, ■ Ulaj-m c d In Cl aim 27-^ 

15 fogging a source IP address [361] of said undefined 

16 ori rj-i imarnr and 

17 starting a timer [362] . 

1 30. (Original) A computer process as claimed in Claim 28, 

2 hogging a source IP address [361] of said undefined 

3 originator and 

4 starting a timer [362] . 

1 31. (Original) A computer process according to Claim 29 r 

2 further including computer-executable steps for: 

3 checking [420] whether a source IP address of said new 

4 request matches said logged source IP address; and 

5 if said source IP address matches said logged source IP 

6 address: 

7 checking [430] whether said timer has expired and, 
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8 if said timer is expired, 

9 resetting [40] said logged IF address; and 

10 proceeding [450] normally with said new request; and 

11 if said timer is not expired, 

12 dropping or redirecting said TCP connection [460] ; 

13 if said source IP address does not match said logged source 

14 IP address, 

15 proceeding [450] normally with oaid new rcqucot and 

16 executing all the above steps with each newly received request 

17 [410]. 

1 32. (Original) A computer process according to Claim 31, 

2 further including computer-executable steps for: 

3 checking [420] whether a source IP address of said new 

4 ■ request matches said logged source IP address; and 

5 if said source IP address matches said logged source IP 

6 address: 

7 checking [430] whether said timer has expired and, 

8 if said timer is expired, 
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9 resettinq [40] said logged IP address; and 

proceeding [430] nojcwdlly with said new request; and 

11 if said timer is not expired, 

12 dropping or redirecting said TCP connection [460]; 

13 if sa id source IP address does not match said logged source 

14 IP address, 

15 proceeding [450] normally with said new request and 

16 executing all the above steps with each newly received request 

17 [410]. 

1 33. (Original) A computer process according to any one of 

2 claims 28-32, further i nr. "hiding computer-executable steps for: 

3 prompting said undefined originator to perform a specific 

4 action. 

1 34. (Original) A compute* process according to any one of 

2 Claims 28-32, further including computer-executable steps for: 

3 uhdnging said prompting at each access of said website. 

1 35. (Currently amended) A computer [ [r] ] process according to 

2 Claim 33, further innluriing computer-executable steps for: 
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3 checking T420] whether a source IP address of said new 

4 request matches said logged source IP address; and 

5 if said source IP address matches said logged source IP 

6 address: 

7 checking [430] whether said timer has expired and, 

8 if said timer is expired, 

9 resetting [40] said logged IP address; and 
proceeding [450] normally with said new request; and 

-J1 if said timer is not expired, 

12 dropping or redirecting said TCP connection [460]; 

13 if said source IP address does not march said loyyed source 

14 IP address, 

-15 proceeding [450] normally with said new request and 

16 executing all the above steps with each newly received request 

17 [410]. 

1 36. (Currently amended) A computer process according to any 

2 one of Claims 28-32, further including computer-executable steps 

3 for: 
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4 prompting said undefined oriqinator to make a response 

5 chosen from among a plurality of prompted response options. 

1 37, (Original) A computer process according to Claim 33, further 

2 including computer-executable steps for: 

3 prompting said undefined originator to make a response 

4 chosen from among a plurality of prompted response options. 

1 38. (Original) A computer process according to Claim 34, further 

2 including computer-executable steps for: 

3 prompting said undefined originator to make a response 

4 chosen from among a plurality of p/_umpl*a mapunae options. 

1 39. (Original) A computer process according to Claim 35 , further 

2 including computer executable otcpo for: 

3 prompting said undefined originator to make a response 

4 chosen from among a plurality of prompted response options. 

1 40. (Original) A computer process according to any one of claims 

2 28-32 r further including computer-executable steps for: 

3 prompting said undefined originator Lu make a response that 

4 is an answer to a quiz. 

1 41. (Original) A computer process according to Claim 33, 

2 further including computer-executable steps for: 
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3 prompting said undefined oriqinator to make a response that 

4 is an answer to a quiz. 

1 42. (Original) A computer process according to Claim 34, 

2 further including computer-executable steps for: 

3 prompting said undefined originator to make a response that 

4 is an answer to a qui2. 

1 43. (Original) A computer process according to Claim 35, 

2 further including computer-executable steps for: 

3 prompting said undefined originator to make a response that 

4 is an answer to a quiz. 

1 44 > (Original) A computer process according to Claim 36, 

2 further including computer-executable stops for: 

3 prompting said undefined originator to make a response that 

4 is an answer to b qui t. . 

1 45. (Original) A computer process according to Claim Jf , 

2 further including computer-executable steps for: 

3 prompting said undefined originator to make a response that 

4 is an answer to a quiz, 

1 46. (Original) A computer process according to Claim 38, 

2 further including computer-executable steps for: 
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3 prompting said undefined originator to make a response that 

4 is an answer to a quiz. 

1 47. (Original) A computer process according to Claim 39 , 

2 further including computer-executable steps for: 

3 prompting said undefined originator to make a response that 

4 is an answer to a quiz. 

1 48. (Original) A computer process according to any one of Claims 

2 28-32, further including computer-executable steps for: 

3 prompting said undefined originator to make a response 

4 bd^ed upon Lhe knowledge content of said prompt. 

1 49. (Original) A computer process according to Claim 33, 

2 further including computer-executable steps for: 

3 prompting said undefined originator to make a response based 

4 upon the knowledge content of said prompt. 

1 50. (Original) A computer process according to Claim 34, 

2 further including computer-executable steps for: 

3 prompting Sctid undefined originator to make a response based 

4 upon the knowledge content of said prompt. 

1 SI. (Original) A computer process according rn Claim 35, further 

2 including computer executable steps for: 
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3 promptinq said undefined originator to make a response based 

4 upon the knowledge content of said prompt. 

1 52. (Original) A computer process according to Claim 36, further 

2 including computer executable steps for: 

3 prompting said undefined originator to make a response based 

4 upon the knowledge content of said prompt. 

1 53* (Original) A computer process according to Claim 37, further 

2 including computer executable steps for: 

3 prompting said undefined originator to make a response based upon 

4 the knowledge uuuUwiiL of said prompt. 

1 54. (Original) A computer process according to Claim 38, further 

2 including computer executable steps for: 

3 prompting said undefined originator to make a response based 

4 upon thA knowledge content of said prompt. 

1 55. (Original) A computer process according to Claim 33, further 

2 including computer executable steps for: 
3 

4 prompting said uudyrined originator to make a response based 

5 upon the knowledge content of said prompt. 
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